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Rollins College

Division of Institutional Advancement

Policy for Advancement Security
Definitions
Confidential Constituent Data

· Name

· Address

· Social security number 
· Checking account or credit card numbers
Confidential Student Data

· Grades

· Courses

· Credits

External Requests for Constituent or Student Information

Refer calls or other requests for constituent information to the departments of alumni relations or advancement services.  Some constituent records are marked CONFIDENTIAL in Banner.  No information from these records can be released.

Confidential student data cannot be distributed without the student’s consent per FERPA government regulations.  This includes parents of the students.  Contact the student records department if you receive such a request.  

It is critical to recognize any fraudulent attempt to obtain constituent information and immediately report it to Advancement Services or the Vice President for Institutional Advancement.
Securing Paper Records

· store paper records in a room, cabinet, or other container that is locked when unattended

· ensure that storage areas are protected against destruction or potential damage from physical hazards, like fire or floods, by keeping doors closed and items off the floor
· promptly shred and dispose of outdated constituent information recorded on paper

Securing Computers and Electronic Records

· shut down applications if you leave for lunch or any extended period of time

· use password-activated screensavers
· if you use a computer other than the one you have been assigned, leave a note to notify the assigned user that includes the date and your name as an authorized employee of the College
· use strong passwords (at least eight characters long) including numbers and letters
· change passwords every ninety days (for example:  change SCT Banner password when you change your Novell password);  to change your SCT Banner password, navigate to the GUAPSWD form
· do not post passwords near your computer (for example:  passwords written on post-it notes)
· do not download unauthorized files 

· check with software vendors regularly to obtain and install patches that resolve software vulnerabilities (for example:  Microsoft updates, internet explorer upgrades, etc.)
· use anti-virus software that updates automatically

· store electronic customer information on a secure server that is accessible only with a password - or has other security protections (for example:  in Banner or on network drives, which are backed up by I.T. nightly)
· maintain secure backup media and keep archived data secure, for example, by storing off-line or in a physically-secure area
· if you transmit sensitive data by electronic mail:

· do not include the constituent’s social security number

· include a confidentiality notice:

This communication, including any attachment(s), contains information that may be confidential or privileged, and is intended solely for the individual(s) to whom it is addressed.  If you are not the intended recipient, please notify the sender at once and then delete this message.  You are hereby notified that any disclosure, copying, or distribution of this message is strictly prohibited.

· if you transmit batch data, use secure FTP (for example, Alumni Finder or Target Analysis)

· secure laptops to avoid theft and possible access to constituent data when traveling and in the office – lock doors when leaving for the day
· do not save constituent data on your home computer

· backup your hard drive on a regular basis

Management Responsibility
· post reminders about staff responsibility for security in areas where such information is stored (for example: file rooms)

· limit access to constituent information to staff who have a business reason for seeing it and only to the extent they need it to do their job

· obtain signed confidentiality agreement from all staff
· maintain a close inventory of your computers
· assist advancement services in performing an annual audit to ensure risk to the College is minimized
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